
 

April 2006 
 

 

               w w w . j g o l d a s s o c i a t e s . c o m  

A J.Gold Associates White Paper 

 
  
 
 
 
 
 
 
 
 
 
 
 

Compliance in the Mobile Enterprise 
 

 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
6 Valentine Rd, Northborough, MA 01532 
508-393-5294   www.jgoldassociates.com 



 

© Copyright 2006  J.Gold Associates                                                                                 All rights reserved. 
 

Compliance in the Mobile Enterprise  

 
 
 
 
 

Contents 
 
 
 
Compliance in the Mobile Enterprise ....................................................................... 1 

Introduction ........................................................................................................................1 
Major Mobility Trends .........................................................................................................1 
Why is a Mobile Breach Different?.......................................................................................3 
Why Compliance is Important – Meeting a Company’s Obligations ........................................5 
What Does a Breach Cost?.................................................................................................6 
What’s a Company to Do? ..................................................................................................6 
Looking for an ROI .............................................................................................................7 
The Need for Mobile Management and Security ...................................................................7 
Is Mobile Management Separate from Security? ...................................................................8 
What Should Companies Look For in a Management Product? .............................................9 
Conclusions ..................................................................................................................... 10 
About the Author .............................................................................................................. 11 

Appendix:.......................................................................................................................12 
A Flood of Compliance Breaches…..and Penalties ............................................................. 12 
Following the Law............................................................................................................. 13 
Major Compliance Standards ............................................................................................ 13 

 
 
 
 
 
 
 
 
 
 
 
 
 
 



 

© Copyright 2006  J.Gold Associates                                                                                      All rights reserved. 

Compliance in the Mobile Enterprise  

1 

 

Compliance in the Mobile Enterprise 
 
Introduction 
Most enterprises rank mobility and mobile worker solution deployments within the ir top 5 
initiatives for the next 3 years. This fact is consistently indicated in surveys of business 
executives from a wide variety of industries. Indeed, we expect mobile deployments to 
expand dramatically over the next 3-5 years as solutions become easier to deploy, 
connections become faster and more reliable, and devices become more capable and less 
costly. However, few companies have recognized that the very mobile devices they deploy 
to enhance worker productivity and improve operations can cause the company to face an 
increased risk of security and compliance breaches. And few companies currently know 
how to effectively mitigate such risk. Further personal, non-company issued devices that 
users acquire independently and bring into the workplace should cause companies great 
concern. Indeed, management and control of these devices is imperative if companies are 
to protect their data and prevent running afoul of existing and proposed regulations. Many 
governments (on the state, regional and/or federal level) have passed, or are passing, new 
regulations that will severely penalize companies who are not able to comply with data 
protection and security regulations.  
 
The massive growth of mobility over the next 3-5 years will likely leave company IT 
organizations unable to cope with the new mobile reality unless they rethink the ir existing 
management and security strategy. One of the greatest challenges to both business and IT 
groups within companies over this period will be effective ly securing mobile solutions in 
the workforce, over a wide array of devices, connections and applications. This paper will 
highlight some of the areas in which mobility will expand, some risks and exposures, and 
address how companies should advantageously securely manage such mobility. Mobile 
security must be included as a mission critical component of any enterprise strategy and 
implemented on a pro-active basis before any major security breach has the opportunity to 
negatively affect the enterprise. 
 
 
Major Mobility Trends  
There is no doubt that workers are becoming more mobile, and are being empowered by 
the wide array of convenient and affordable mobile devices.  With increasingly powerful 
laptops and tablet PCs, handheld personal digital assistants (PDA) with extended memory, 
and smart phone devices with the power of the average desktop computer system of only 
3-4 years ago, the average worker is being enabled with substantial computing power, 
extended data storage capability, and wireless broadband connectivity nearly everywhere 
that employee may be or no matter what that employee may be doing. Below we highlight 
some of the major trends in enterprise mobility. 
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Growth in Mobile Workforce - We expect over 50% of enterprise users to be outfitted with 
notebook computers within the next 3 years (increasing from approximately 35% 
currently), and well over 95% of these devices will be wirelessly enabled. Further, we 
expect that knowledge workers will be mobile 50%+ of the time within the next 2-3 years, 
working from a diverse location mix of office, home, travel sites, customer sites, etc. 
Finally, personal mobile devices such as handhelds and smart phones, most of them 
wirelessly enabled, are being deployed as data access devices. The majority of mobile 
workers (65+%) will be enabled with such personal mobile devices within 3-4 years, 
increasing productivity and bringing corporate systems to the point of interaction with the 
customer.  
 
Increase in Mobile Application Deployments - Forward thinking enterprises are 
increasingly adopting mobility to drive more effective and efficient operations, particularly 
in field force operations (e.g., field service, delivery, logistics, field sales, health care 
delivery). Task-specific devices and applications are extending business critical systems 
(e.g., ERP, CRM, SFA) to automate previously manual field operations (e.g., order entry, 
trouble ticketing, dispatching), through deployment of data-enabled mobile devices, 
including ruggedized notebooks, handhelds and smart phones. This class of user generally 
views the mobile device as an on-the-job tool, rather than a general purpose computing 
device, and is likely to have access only to this one device which is a mission critical 
component of the person’s daily duties. However, these devices too can cause major 
company exposure to compliance and security breaches, as many currently are not 
adequately secured. Indeed, we know of many instances when such devices do not even 
require a password to log on to the device or to access its data, which can often be of a 
sensitive nature (e.g., customer records, service information, name and address data, credit 
card numbers, employee records).  
 
Rapid Smart Phone Adoption - The numbers of smart phones (e.g., BlackBerry, Treo, 
Nokia Communicator) are increasing dramatically in most organizations, and we see no let 
up in user demand. Their use is being popularized through email access, but they are 
rapidly being enabled with access to back office systems (e.g., ERP, CRM, SFA), as users 
demand more functionality and companies understand the benefits of extended mobility. 
We expect 75% of enterprise users to move to smart phone devices from their current 
“dumb” phones by 2008, requiring organizations to offer increased connectivity options to 
those users, as well as support them and employ device/application management. However 
most of these devices do not offer adequate security in their present state, and companies 
will be forced to include security enhancements (e.g., file encryption, “device kill”, 
firewalling, authentication, tracking/logging, etc.) when deploying such devices within the 
company. Further, many allow removable memory cards (e.g., SD cards) that further 
increase data loss potential and are not easily managed by centralized corporate systems. 
 
Proliferation of Personal Devices - The degree of difficulty in mobile security and 
compliance management has greatly increased recently because of the easy availability of 
devices which employees often purchase themselves and use for both business and 
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personal needs. Devices such as flash memory drives, which are typically half to one 
gigabyte in storage capacity today, will increase within 2-3 years into the tens of gigabytes 
in the same slim form factor and low price point (a few tens of dollars). These devices are 
very appealing to users, but are quite easily lost or misplaced, and are rarely secured. 
Although devices with built- in security are available, they represent less than 5% of the 
entire market. Further, iPods and other personal electronic entertainment devices are 
proliferating throughout the business world. These devices certainly have value to business 
users on a personal level, for entertainment on a long airplane flight for example. But they 
are increasingly being used as business tools as well, with company “Podcasts” utilized for 
sales training, executive speeches, competitive updates, etc.  Often, sensitive corporate 
information is contained in these audio programs and distributed without consideration of 
the content’s security or steps to prevent that information from being lost or shared 
without permission.  
 
Soon, these personal entertainment devices will expand to feature video playback 
capability as well, further expanding their communications potential in the enterprise, as 
companies provide video-based training and corporate information, at least some of which 
may be of a company sensitive nature. Finally, although not commonly regarded as such, 
these personal devices have significant storage capability (up to 40+ Gigabytes currently), 
which can just as easily be used for data storage by plugging the device into any USB port 
and downloading data to the device, a capability many users are now discovering. We 
currently see almost no effort by major companies to either control these devices, or to 
secure them. Indeed, it is not uncommon for users to download files (e.g., customer lists, 
database files, financial records) onto these devices either as backup or for easy transfer to 
another machine, and most often without the knowledge or even the consent of the 
company, and almost certainly without company control or tracking. 
 
 
These trends demonstrate that scalability will become a key requirement of any successful 
mobile initiative. With a growing number of users, connections, devices and applications, 
scalable infrastructure will require the ability to add, manage and secure users without 
requiring a fundamental re-architecting of the support systems each time a new user group 
or application is deployed. For this reason, companies must choose infrastructure that can 
easily be expanded to include all devices types, user types and usage models (e.g., wired, 
wireless). Mobile security management must embrace and enable this fundamental need 
for scalability, and must be able to grow with the security needs of the organization, and 
include the needed flexibility for changing technology capabilities as they become 
necessary and available. 
 
 
Why is a Mobile Brea ch D ifferent?  
There has been a virtual plethora of security breaches in the past 1-2 years, and a 
representative list can be found in the Appendix, “A Flood of Compliance Breaches …. 
and Penalties”. What is apparent from these breaches is that security is a growing problem, 



 

© Copyright 2006  J.Gold Associates                                                                                      All rights reserved. 

Compliance in the Mobile Enterprise  

4 

and that this problem, currently confined mostly to lost back up tapes, hacker entry into 
corporate servers, or outright data theft by insiders, is currently occurring in a relatively 
controlled and confined environment. The move to mobility, with far more devices “free to 
roam wild”, will cause a major upsurge in occurrences of data breaches, some of which 
may not even be discovered, or not discovered for a significant period of time. Now is the 
time for companies to formulate a mobile security strategy, before the problem becomes 
overwhelming. 
 
Some typical examples of mobile devices and the exposure they represent are illustrative 
of the types of problems companies will face in securing the data and devices: 

• Many health care facilities are examining ways mobile devices, especially tablet 
PCs, but also PDAs, can make them more efficient and help deliver better care to 
patients. This will require health care professionals to have access to complete 
patient health care records on the portable devices that they operate and move 
around the hospital. It is not uncommon for hospitals to “lose” equipment whether 
by accident or through theft. Loss of the device, and the subsequent loss of patient 
data is in direct violation of HIPAA (see various compliance standards definitions 
in the Appendix), and can result in major penalties and even incarceration. 

• Financial agents who are mobile and delivering services to clients at their place of 
business or in their homes are increasingly using mobile devices to collect data for 
new policies in life insurance, health insurance, 401K retirement accounts, 
mortgages, etc. Loss of the mobile device or transfer of unsecured data to another 
unauthorized device/user could cause significant loss or damage to the company 
and create a major compliance liability. 

• Laboratory workers who must collect data on experiments, clinical tria ls, etc. are 
increasingly utilizing mobile devices as a replacement for hand written logs and 
notes. This data often includes sensitive information not only on the company 
products being tested, but also on the individuals who are part of the trial. Loss of 
data may not only represent significant potential loss to the company if a 
competitor receives the data and develops a competing product, but may also be a 
substantial compliance liability as well. 

• Executives often employ mobile devices to enable them to stay connected while 
traveling (via notebooks, BlackBerries, etc.). Yet these same devices that offer 
such convenience often contain vast amounts of company confidential email. 
Certain devices (e.g., BlackBerry) are relatively well protected from loss or theft, 
but many devices (e.g., PDAs) offer little or no protection, nor do many smart 
phone devices. While loss of this data is less likely to cause regulatory compliance 
issues in that it generally does not contain customer records, it nevertheless 
represents the potential  for substantial harm to the company’s business activities 
and could result in multi-million dollar losses if the right data got into the wrong 
hands. 

• Sales people nearly all utilize mobile devices providing them with access to 
customer data locally on the device or over a wireless connection. This data often 
includes personal customer records and other financial data. It is not uncommon for 
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field sales people to have a 25%+ device loss/failure rate in a given year. Further, 
they are more likely to employ additional devices (e.g., back up and flash drives) 
presenting the opportunity for additional potential loss. 

 
Mobile breaches are often much harder to discover as users may not know about data loss 
for days or weeks (e.g., lost flash drive device). Indeed, unless a device is protected 
through encryption or other data protection scheme, once a small portable device is lost 
(e.g., a PDA or smart phone), anyone picking up the device will likely be granted 
immediate access to any data contained within. Further, sensitive data may actually be 
contained on an unauthorized device such as a flash drive or iPod- like device, transferred 
by the user for back up purposes, but without the necessary protection mechanisms (e.g., 
transferring files from a laptop that are encrypted on the machine, to a flash drive after 
having been decrypted by the user). Ways must be found to prevent such unauthorized 
transfer (e.g., turning off the USB port, although that will also disable a variety of valuable 
peripheral device, such as printers and scanners), but without hampering the mobile user 
too much. Finding a way to effectively secure mobile data without completely shutting 
down the business advantage offered by the nature of mobile devices is a trade-off that 
must be effectively addressed. 
 
 
Why Compliance is Important –  Meeting a Company’s Obligations 
A well-devised and well-executed compliance strategy is an imperative for every 
enterprise.  Industry-based regulations as well as general business regulations impose 
numerous and varied duties that often carry steep fines, and in some circumstances even 
criminal liability, for failure to comply.  A single enterprise may be responsible for 
complying with federal regulations applicable both to its specific field of operations as 
well as business operations in general, while also being subject to state regulations in one 
or more states which may not be uniform from state to state.  The compliance landscape is 
frequently difficult to traverse without a comprehensive and integrated compliance 
strategy. 
 
Compliance is an affirmative duty which must be approached aggressively.  The stakes are 
quite high. Besides the financial strain of hefty fines and the substantial harm to the 
company’s reputation of an enforcement action, failure to institute a compliance strategy 
might lead an enterprise into traps it could otherwise avoid, such as massive notification 
mailings to affected customers and consumers, expensive private or class-action lawsuits, 
or even mandatory production of a neglected “smoking gun” which could lead to 
additional enforcements. 
 
Conversely, the benefits of an effective compliance strategy can do more for an enterprise 
than merely spare it from legal liability.  The requirements of these various regulations 
might be viewed as impetus for adopting and enforcing security best practices that an 
enterprise should be following in any event.  By utilizing appropriate technologies to 
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ensure compliance, business processes can be improved and standardized, increasing 
efficiency, accountability, and quality control. 
 
 
What Does a Breach C ost? 
So what is the cost of a breach of security and/or compliance? Certainly it varies 
depending on the type and/or severity of the offense. There will likely be significant fines 
in the multi-million dollar range for egregious failures if past enforcement actions are any 
indication. But perhaps more importantly, any data security failure may result in the loss 
of customer good will, loss of competitive company data, loss of company reputation, and 
ultimately loss of profit. It is estimated that to notify each individual whose personal data 
may have been exposed, as required by many current compliance regulations, costs a 
company approximately $15 per individual. However, if the data includes financial 
information (e.g., credit card numbers), the costs rise to approximately $35 per individual. 
Exposing substantial records, say 100K, can easily cost a company $3.5 million just in 
notification cost. And this sum does not include any lost business, substantial lee fees or 
remedial measures the company must take.  
 
Companies must also take into account the potential harm company confidential data loss 
can cause. It is not generally possible to immediately assess what the loss of a new product 
diagram or marketing plan can mean to competitive position in a market. But it is certainly 
a large sum. It is often said that a popular new pharmaceutical can net the producer $1M 
for each day it is out in the market. Imagine the effect if a lost formula due to a mobile 
device data breach allows a competitor to get to market with a competing drug 6 weeks or 
6 months faster (although it would be unethical and illegal for companies to take 
advantage of such stolen information, nevertheless, in the real world, such information 
does often get used even if indirectly).  
 
We estimate that reasonable end user security features for mobile clients can be added for 
approximately $50-$150 per user (depending on device type, features and number of 
users). In fact, hosted solutions, charged on a monthly basis, have an even lower cost of 
deployment, though it is a recurring cost (monthly subscription). Given the potential 
exposure as indicated above, it is easy to achieve a very quick payback on any deployed 
system that can prevent even one compliance breach or data loss incident.  Indeed, with 
more data going mobile, the chances of data loss increase significantly, and we believe 
that a data breach is inevitable for those organizations that do not deploy security 
management solutions. For a listing of major compliance standards and regulations, see 
Appendix: “Following the Law”. 
 
 
What’s a Company to D o? 
Companies must ask: Are your employees “friend or foe” when it comes to compliance? 
Often, companies do a poor job of communicating to end users the importance of security 
and the responsibilities of the end users in their mobile device usage. In fact, we estimate 
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less than 25% of companies have an adequate process of informing and educating users 
regarding the proper (and secure) use of mobile devices. The vast majority of companies 
do nothing at all in this area. We believe this is a major mistake, as the majority of users 
will comply with restrictions if they understand the need for and reasoning behind these 
restrictions. Turning end users into friends, from a security perspective, should be a first 
line of defense taken by all companies in securing the enterprise. A good rule of thumb in 
this case would be: trust but verify. Trust your users to do the right thing, but help them by 
verifying security compliance through the use of automated management tools. And 
provide for a well defined reporting process that users can utilize in the event that a breach 
occurs. This is critical, especially if regulatory compliance is involved, as delays in getting 
information to affected individuals may be very costly. 
 
We expect that security and compliance failures will get worse before they get better. Like 
management in general, few companies proactively spend money in this area until they are 
hit with a problem. This is much like the antivirus market, where any major attacks 
quickly result in the antivirus companies increasing sales dramatically. We expect at least 
one major public breach attributed to a mobile user to occur within the next 12 months that 
will highlight the need for mobile compliance enforcement.  
 
 
Looking for an  ROI  
Companies are generally driven by ROI when making an investment. However, in the case 
of security and compliance, the best case result is achieving no ROI at all. Although 
counterintuitive, achieving zero ROI would mean that the investment made in mobile 
device management and security infrastructure resulted in no known data loss or 
compliance breaches. Given that a typical compliance breach costs tens of millions of 
dollars, the real return on investment is very large. However, we are under no illusion that 
investing in a management and security strategy will achieve zero loss or no compliance 
breach. However, we expect that an investment in the proper tools (e.g., adequate policies, 
user education and training, automated tools) will reduce possible incidents by up to 85%-
90% compared with doing nothing at all. Given the high cost of an incident, this is a very 
attractive payback on the investment made. 
 
 
The Need for Mobile Management and S ecurity 
Few companies do an effective job at managing their mobile workforces. In fact, few 
companies understand the optimum management techniques for mobile workers, let alone 
security requirements. They either ignore the problem, or see mobile management as an 
extension of existing end user management operations. This is a fundamental mistake, as 
managing mobile devices has unique characteristics that are unlike fixed management. 
 
The first step in an effective mobile management strategy is to set usage policies, which 
need to be communicated to, and agreed upon by the end users. Lack of this critical first 
step is the biggest impediment to successful completion of mobile projects. Once set, these 
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policies can be enforced with mobile management tools. Policies that need to be 
considered for a variety of mobile devices (especially smaller personal devices like 
handhelds and smart phones) include:  

• enforcing policies on mobile devices for all users to protect data from loss or 
compromise, and including the ability to enforce this policy over the broadest 
possible array of device types, 

• making sure password protection is set to “on” for all devices capable of this 
(fewer than 5% of users voluntarily set password protection on unless they are 
required to do so by company mandated enforcement),  

• determining what files can be downloaded/synchronized and by which users and 
enforcing that policy through whatever means available (e.g., port locking),  

• setting up encryption when needed to protect sensitive corporate data from loss, 
especially for loss prone devices, and providing this on a file by file basis, or for 
the entire device as required by the situation and device capabilities,  

• enforcing connection/VPN standards that ensure maximum protection for company 
data transmission, 

• updating personal fire walling/antivirus and other security management functions,  
• enabling device lock down, and “device kill” functions (e.g., if the device doesn’t 

connect with the company network/server within a fixed amount of time it is 
presumed lost and is therefore wiped clean, or at the least specific critical files are 
destroyed), 

• logging of device usage for compliance when required. 
 
A company must set a mobile security policy that is complimentary to existing company 
security policy, but is inclusive of some of the unique characteristics of the mobile 
environment (e.g., often disconnected from the network, higher loss rate of equipment, 
potential addition of personal files, removable storage media, data backup/transfer, etc.). 
While several mobile security suites exist (e.g., Credant, Pointsec), they generally lack any 
significant management capabilities beyond their own security needs. It is, however, 
becoming common for mobile management vendors (e.g., Afaria from iAnywhere, 
Intellisync, iPass, Good) to increasingly include security functionality as part of their 
overall management suite, some through partnership with security vendors and some 
through their own tools.  
 
 
Is Mobile Management Separate from S ecurity? 
Security management suites share some of the same characteristics as general device 
management suites. They must be able to query the device and see what is installed. They 
must be able to search out and replace files. They must look at the various device settings 
that affect the overall level of security. And they must have a policy-driven console that 
allows a company to execute security settings based on individuals, groups, job function, 
etc. There is a logical affinity to the types of functionality in both security-oriented and 
general device management-oriented applications. 
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So, can one tool be deployed for both purposes? Generally, for adequate levels of security, 
the answer is yes. Mobile management solutions that intersect security and management, 
with a high level capability for policy management and a unified management interface are 
attractive to many organizations tha t don’t require the extreme levels of security necessary 
in some specialized instances. 
 
Specialized high levels of security require uniquely formatted code and the capability of 
working deep within the internals of the device (e.g., FIPS security and encryption, 
antivirus, firewalls) and are more adequately provided by targeted security suites. 
However, most security suites do not cover many of the more general management 
functions inherent in the management suites (e.g., asset management), and so need to be 
supplemented with management suites in any event.  
 
We expect an increasing level of basic security to be integrated into general management 
suites (e.g., policy management, file management, patch management, personal firewall 
configuration, AV updates), with most management suites optionally offering a product 
from a security partner for security enhancements (e.g., AV, encryption, firewall). Indeed, 
many management suites have already developed such partnerships, but this is a fluid 
marketplace and many more non-exclusive partnerships will arise as security needs change 
over time and OS vendors add their own inherent capabilities. Since management suites 
are generally easier to deploy, operate, and integrate into existing management 
environments, we expect most companies to start with the management suites and their 
included security features, and then add high level security components as the need arises. 
In fact, we would not be surprised to ultimately see some mobile management vendors 
acquire security vendors and incorporate the complete solution into their applications. 
 
 
What Should Companies Look F or  in a  Management Product? 
In choosing a mobile security management suite, enterprises should be aware of some key 
points to evaluate. What are some of the selection criteria for these packages? 

• Policy-based management – can users be defined as individuals, groups, 
communities, and have specific management capabilities applied to them? Can this 
be easily changed, and can this be tied to a directory? 

• Little or no user involvement – mobile management (indeed all end user 
management) should be completely transparent to the end user. Things should 
happen in the background and should, as much as possible, cause little to no 
performance degradation or screen ind ications. Users should also be unable to 
disable the management system. 

• Broad functionality requirements – can the suite function with a wide variety of 
applications and data requirements? Does it have the needed interfaces to allow 
customization and additions? 

• Directory integration – can the suite interface with already defined directory 
structure and policies so as not to require a stand-alone or duplicate directory? 
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• Scalability – can it provide management for a large number of users with a large 
number of devices? Though most companies start small, it is likely that ultimately, 
many users will have multiple devices and eventually substantially increase the 
number of devices in the enterprise, even beyond the actual number of users. 

• Single console for all network/application/device/security requirements – can the 
tool provide a single console from which it can define, control, deploy and 
maintain all aspects of the device, application, network and security?  

• Web-based console – can the tool be managed from a web based console from any 
standard browser, allowing management from local or remote locations, and on a 
variety of devices? 

• Support for diversity in devices, platforms, and networks – does the application 
support a variety of devices, connections and platforms, and will the vendor 
continue to expand on the device types and OS flavors? 

• Security components – does the application provide at least a minimum set of 
security capabilities within the product? Can it be integrated with higher level 
security tools? 

• Bandwidth aware – can the tool adjust for whatever bandwidth is available for the 
particular connection (e.g., not delivering massive file updates on a slow 
connection)? 

• Dashboard – can the tool provide a management dashboard of information on 
processes, users, devices, performance, etc.? 

• Backend management integration – can the tool integrate effectively with other 
back-end management infrastructure already deployed within the organization 
without needing to retrain existing staff already familiar with the application? 

 
The above criteria should be used to evaluate any potential management application to be 
deployed within the enterprise infrastructure. Only then can a company be assured it is 
maximizing its capability to effectively and efficiently manage mobile users and devices. 
 
 
Conclusions 
Mobile security and compliance management must be a key component of any enterprise 
mobile strategy if it is to succeed. Failure to include adequate levels of mobile security and 
compliance management will substantially increase the overall cost of operations of a 
company, and could ultimately compromise its ability to do business by alienating existing 
and future customers, and facing large financial burdens through fines, law suits and other 
penalties. We believe all companies must institute a security and compliance policy 
specifically focused on mobile users, data and devices if it is to be capable of competing in 
the market long term. We expect the proliferation of mobile device types to continue, and 
companies who wait too long to formulate a strategy will be forced into a position of 
reacting to each individual incident at great expense, rather than taking the necessary steps 
to preemptively prevent the majority of security incidents and compliance breaches. The 
emerging world of increased mobility requires all companies to implement a mobile 
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security policy within the next 12 months, or face a potential risk of not being able to 
remain competitive in the marketplace. 
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Appendix:  
 
A Flood of Compliance Breaches…..and Penalties 
 
There has been a virtual plethora of security breaches in the past 1-2 years, and therefore it 
would be next to impossible to list them all. Below is a representative list of some of the 
more public and notable breaches of the types that are common to a variety of enterprises. 
 

• Choicepoint, a credit card payment processor, was “spoofed” by criminal hackers 
who obtained 163K financial records by setting up dummy companies, with at least 
800 people subsequently becoming victims of identity theft. It was fined $10M by 
the FTC, plus took a charge of $6M for legal expenses. 

 
• Confidential patient medical data has been FAXed to the wrong company for 13 

months by many Prudential Financial Insurance’s affiliates (doctor’s offices). The 
company has a nearly identical FAX number to Prudential’s number listed on its 
forms for doctors to fax in claims. 

 
• Card Systems, a credit card processor, lost 40M credit card records via a computer 

hacker break in. It kept records it did not own and should not have kept on its 
systems. There is an FTC fine pending, and Card Systems must undergo audits 
satisfactory to the FTC for 20 years. Potential lawsuits could cost millions as a 
result of fraudulent charges made on credit/debit cards. 

 
• The Boston Globe used “recycled” paper from its mainframe computer center 

which contained lists of 240K subscribers, including name, address and credit card 
information. This information was exposed when printed internal reports were 
mistakenly used as “wrapping paper” for stacks of newspapers delivered to 
carriers. Even if the Globe only loses 5% of customers who were unhappy, it 
would result in 12K accounts closed. And it further is offering each customer a 
subscription to a credit monitoring service to assuage fears within their customer 
base, not an inexpensive undertaking. 

 
• Qualcom CEO’s laptop went missing after delivering a keynote speech at a 

conference. He turned and stepped away from the podium to answer some 
questions from members of the audience. When he returned to the podium, his 
laptop was missing. What kind of information was on that machine can only be 
guessed at.  

 
Certainly, many of these companies will be forced to endure substantial fines for their 
failures. But there is a more substantial cost of a breach to a company than just regulatory 
fines. Recent studies indicate that customers often “vote with their feet” after an 
occurrence, choosing not to do business with the offending company in the future. 
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According to a recent study by Ponemon Institue LLC, Tucson, AZ, 20 % of respondents 
who had been informed of their data being lost by a company had terminated their 
relationship with that company, and 40% said they would leave a company if only a single 
data breach occurred. And the study further found that only about 30% of companies 
currently have a formal compliance policy to monitor and report breaches, leaving 70% of 
companies with a strategy counter to the growing regulatory requirements being mandated. 
 
Beyond losing customer revenue, companies that have breaches are also subject to being 
ostracized by the marketplace. According to a study by the University of Maryland (June 
2005), public companies with security breaches suffered an average 5% market cap 
decline. And according to the Privacy Right Clearinghouse  (www.privacyrights.org) 
between Feb 15 2005 (The Choicepoint Breach) and Jan 31 2006 (the Boston Globe 
Breach), over 52 Million customer records have been exposed through various forms of 
data breaches. The group estimates that approximately 50% of incidents are caused by 
external hackers, 25% are caused by stolen computers/laptops, and the rest are a result of 
disgruntled employees, lost backup tapes, ineffective business standards, etc.  
 
Following the Law 
First, companies should understand the major regulations they must comply with. While 
this is a continuously changing environment, with new regulations being enacted, there are 
some commonalities. California’s landmark regulations have been the model for many 
states. At the time of this writing, approximately 22 states have enacted compliance 
regulations, and more are in process. Further, there are some significant federal regulations 
that must be followed, and we expect more in the near future addressing issues along 
similar lines of the California codes. Finally, many countries are formulating their own 
regulations, and multi-national corporations must look at the geographies they operate in 
to understand all of the compliance issues they may face. 
 
The following section lists some of the major current regulations and their implications for 
companies. 
 
 
Major Compliance Standards  
Which regulatory requirements an enterprise is subject to will depend on a number of 
factors such as the industry it belongs to and the states in which it operates.  Among 
federal regulations alone, an enterprise may find itself attempting to comply with industry-
specific disclosures, anti-money laundering and anti-terrorism regulations, accounting 
controls, and standards for protecting sensitive customer data.  But the three major 
regulatory standards applicable to a wide swath of diverse enterprises are the Health 
Insurance Portability and Accountability Act (HIPAA), the Sarbanes-Oxley Act, and the 
California Database Protection Act (SB 1386). 
 
HIPAA: Every enterprise which stores or transmits protected health information (PHI) is 
subject to the requirements of HIPAA, which include physical security and user access 
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restriction standards, protected data transmissions, and document retention.  The security 
of PHI must be ensured, for example, when claims are filed with health plans, when bills 
are processed by healthcare providers, and even when employee data is collected and 
stored by human resources personnel. 
 
Sarbanes-Oxley imposes controls on financial processes to ensure the reliability of 
corporate financial statements.  Accounting procedures must be instituted and documented 
to ensure the accuracy and reliability of the enterprise’s financial reporting.  Compliance 
requires measures such as restricting account access, segregating purchase order, approval, 
and receiving authority, and auditing of those procedures, making it particularly well-
suited to a technological solution that can provide the failsafe control and consistency 
called for by the law. 
 
SB 1386: Although operative only in California, SB 1386 is among the most important 
regulations because it reaches all enterprises doing business in California and is widely 
expected to become the model for other state regulations, or even a federal standard.  SB 
1386 requires only that disclosures be provided when personal information is accessed by 
an unauthorized party.  However, compliance is more complicated than the regulation 
suggests at first blush, as detecting a security breach and determining whether personal 
information was accessed can require sophisticated monitoring and logging solutions. 
 
Meeting an enterprise’s compliance obligations involves a number of general practices 
common to most regulation.  These areas of concern include the length of data retention, 
securing data stores, making stored data readily accessible, and protecting data from 
unauthorized access – both from within and outside the enterprise – during transmission 
and storing through all phases of the business operation.  Just like any other member of an 
enterprise team, mobile users will affect the enterprise’s compliance with these 
regulations; in many respects (in terms of archiving policies, user access to critical 
systems, etc.) mobile users will present the same challenges as stationary users. 
 
But mobile users will pose other challenges which enterprises now have increased 
incentives to resolve.  These include: ensuring effective cross-platform, indexed archiving 
to meet regulatory requirements, including the integration of data from PDA’s and other 
mobile devices, which can make the difference in avoiding hefty fines for a delayed 
response to an SEC inquiry; encrypting transmissions on hand-held devices might save a 
physician who wirelessly exchanges medical information from a federal enforcement 
action; or proper data centralization and account access restriction may be the only thing 
separating an enterprise from a class-action lawsuit for unauthorized access to clients’ 
personal data when a mobile user’s laptop is lost or stolen. 
 


